ABSTRACT Quantum secure direct communication (QSDC) is a branch of quantum cryptography which exploits laws of physics and was recently proposed for securing information transferred from sender to receiver without relying on computational complexity. Instead of an entangled photon, the quantum cryptography employs two other approaches, single photon and multiphoton for encoding the messages. The multiphoton was proposed to outperform the weaknesses of a single photon by introducing the multiplicity of a photon to perform data encryption tasks. Despite the advantages of multiphoton, the transmission time to transfer the encoded data is still regarded as a critical issue. Most of the multiphoton approaches require multiple photons to travel along a number of stages. Moreover, extra time is needed to change the polarization angle of the optical device for encoding purposes. These situations have resulted in an increase in source redundancy, which subsequently leads to an increase in the transmission time. In this paper, a compression message approach is proposed to mitigate the substantial increase in time used for the data transmission processes. The proposed compression approach, namely, hybrid M-ary in a braided single stage (HMBSS) is based on the lossless data encoding such that the number of photons is reduced in the data transmission stage. Extensive simulation experiments have been conducted to test the performance of the proposed approach against some selected multiphoton approaches. The results show that the proposed approach outperforms braided single-stage, M-ary three-stage and initialization vector in terms of reducing total average transmission time to encode the photon by about 75.9% and 91.7%, respectively. Furthermore, the HMBSS reduces the overhead on the transmission channel by minimizing the number of message's bits by about 45% in average even when the length of the message increases during the transmission as compared to others.
I. INTRODUCTION
Quantum Secure Direct Communication (QSDC) promotes high security by instantaneously transmitting the message directly over the quantum channel. Unlike Quantum Key Distribution (QKD), QSDC does not require secret key, cipher text or public channel. According to [1] , three factors are needed to completely secure QSDC; firstly, the information must be encoded in quantum state (qubit) and the The associate editor coordinating the review of this manuscript and approving it for publication was Jafar A. Alzubi. qubit can be sent and received directly by the sender and receiver. Secondly, the quantum state must be secured against an eavesdropper and thirdly, the quantum state that represents the information must kept secret until the end of the process. The structure of QSDC channel can be illustrated as Fig. 1 .
The major limitation of QSDC is the distance covered is less than QKD. According to [2] , the distance for QSDC is a quarter of single photon protocol [3] and about half the entangled state protocol [4] , [5] . To overcome the distance limitations, the concept of multiphoton protocol namely the three-stage protocol was proposed by Kak [6] which directly shares the message over the multi stages of quantum channel without any involvement of key distribution step and no entanglement required. There are three other variants of three stage protocol which are M-ary Three-Stage protocol, Four Level Three-Stage using Initialization Vector and Braided Single stage protocol. Since QSDC sends the information directly in the channel, the way of transmission need to be carefully defined because the information cannot be revealed even in the smallest portion. To implement efficient secure quantum communication protocol, the qubits can be transmitted in a block to ensure that the eavesdropper can be detected before the information is transferred into the channel. However, to do this, QSDC protocol requires quantum memory to store the block of photons since the messages need to be transferred within the time domain [7] . Quantum memory will increase the communication cost since the messages need to be loaded into a large quantum space. To overcome the issue of quantum memory, researchers in [8] proposed the transmission of photons in a stream instead of a block. Several multiphoton approaches have been proposed to securely transmit the stream of messages. Most of the approaches considered the number of stages in order to completely share the message. This situation will result in increasing transmission time, particularly when transmitting multiple photons for a bit of information. Accordingly, this research proposes a Hybrid M-ary in Braided Single Stage (HMBSS) to mitigate the aforementioned problems. The HMBSS approach applies the message compression with two level sources encoding over the braided single stage to reduce the transmission time. Although compression techniques have been widely applied in many area such as public cryptography and multimedia, this technique is never be applied in multiphoton QSDC. There are two conditions to test the performance of HMBSS approach. Firstly, the quantum channel established between Alice and Bob is assumed to be ideal. So the channel is expected to be error free and noiseless in order to simplify the communication environment. Secondly, the quantum channel is assumed to be lossy when the bit error rate increases due to the interception of an intruder. However, the polarization of photons are not affected by the channel noise that occurs in the fiber optic or free space channel [9] .
The rest of this paper is organized as follows: Section 2 reviews the related works in multiphoton for QSDC. Section 3 presents the proposed HMBSS approach. Section 4 describes the simulation setup. The performance of the proposed approach is evaluated and the simulation results are discussed in section 5. Finally, section 6 concludes this paper and future works are proposed as direction.
II. RELATED WORKS
This section reviews several multiphoton algorithms for exchanging information between sender and receiver over QSDC. The multiphoton is the extended version of single photon that has the advantages of long photon travelling distance and high transmission rates while single and entangled photon is not capable of doing so [10] . In multiphoton approach, an information exchange is not restricted to the existence of a single photon in a time slot. Multiphoton is like transmitting the same information more than once. Even if the laser pulse produces multiple photons, as long as all the photons are in the same phase, any unitary transformation will have the same effect on the photons [11] . Multiple photons can be transmitted simultaneously to indicate one bit of information to improve the success rate of the transmission. As shown in Fig. 2 , for example, when we need to send one photon, bit 0 will be encoded with 0 • or bit 1 will be encoded with 90 • , three photons were transmitted, 0
referring as one bit of information. In multiphoton, as long as all the photons are in the same phase, the transformation and their complex conjugate transformation will have the same effect on them. When an error occurs in one of the three photons, the original photon can easily recover. Therefore, the proposed implementation is not subjected to the beam-splitting attack. It is noted that the multiphoton approach always be implemented with multistage steps between sender and receiver due to the photons are easily being siphoned off by Eve if only one stage is involved. The number of stages and photon numbers must be carefully determined to make the protocols well utilized during their operations. As the numbers of photons are increased in a beam, the ability of Eve to measure the state of polarization would be increased. The optimal mean photon number (µ) for quantum cryptography is the average photon number per transmitted pulse that results in the highest delivery rate of distilled cryptographic key. The number of photons counted in pulses is represented by probability or estimation, which is calculated by Poisson equation:
where µ is the mean photon number and n is the number of photons.
In BB84, when µ is 0.1, 90% the pulses are probably empty, 9% contains 1 photon and 1% contains more than one photon per pulse [13] . This means only 1 in 10 pulses leaving Alice will actually contain a prepared qubit; the majority of pulses generated by Alice are attenuated to an energy level equivalent to zero photons. The weak optical beam will produce less than one photon per time slot and the worst situation is most time slots will be empty. Apart from that, the BB84 is probably secured if the laser produces exactly single photon source and the detector only detects that single photon. Therefore, the multiphoton overcomes the limitation in BB84 by generating more than one photon per pulse over a number of stages. As long as the number of photon in a beam is less than a certain threshold, the protocol is assumed to be secured. The analysis stated in [10] shows that when optimum average photon number is equal to 2.6, 4 photons per pulse will be generated. This amount of photon falls within the security proof in multi stage protocol. The multiphoton over multistage approach requires the basic of polarization of light as the one of methods to encode the photons. The polarization state of light is designated based on the Stokes parameter as a value of a linear polarization angle. The bit 1 is represented as 90 • and bit 0 is 0 • [14] - [16] as shows in Table 1 . In this work, the input state is a 0 • state. Thus, the output of stokes parameter are given by
where M HWP is the Mueller matrices of Half Wave Plate (HWP), S out is the output state, S in is the input state and θ x is the polarization angle of HWP. The optical components of the polarizing device can be described by Mueller matrices [17] , [18] that is used in multi-stage protocol is given by:
where M HWP is rotation of HWP, M pol is rotation of polarizer and θ is the degree of polarization angle. In the complex environment of nowadays networks, it is very difficult for network administrators to apply a consistent set of authentication, quality of service and security schemes, which may lead to security breaches and non-compliance with regulations [19] . The authentication is needed to prevent the man-inthe-middle attack. However, today's authentication methods are typically based on classical cryptography's assumptions, which utilize computational complexity. Thus, quantum cryptography needs quantum based authentication without relying on classical part. In order to avoid man-in-the-middle attacks, existing quantum cryptography protocols typically require a third party for Alice and Bob to do the authentication. However, such methods have several drawbacks. In the case where Alice and Bob are truly authenticated, Eve can attack the quantum communication channels without being detected even after Alice and Bob are authenticated. As a solution, the authentication process can be performed during quantum data communication process, eliminating the possibility that Eve attacks the quantum channel after Alice and Bob are authenticated. In the case that Eve does not possess the authentication key, she cannot launch a man-in-the middle attack and obtain useful information without being detected. Previously, the work from [20] allows Alice to send information in the first stage coupled with authentication keys to provide more secure option. They have implemented bit by bit authentication basis to prevent from man-in-the-middle attack. Eve's attack has been detected by the Quantum Bit Error Rate (QBER) due to the increasing of noise.
A. M-ARY THREE-STAGE PROTOCOL
The multilevel signal encoding over three-stage protocol was carefully designed and implemented to analyze the time taken to encode the information [11] , [21] . This protocol implements signal encoding technique which allows more than one bits of information transmitted at a time. The channel bandwidth can be utilized effectively when multiple bits are sent concurrently. The experiment result revealed that the data rate using four level encoding over the three stage protocol is reduced twice compared to two level encoding within acceptable noise variance. It is shown that the high level of encoding carries more bits of information per transaction. In M-ary signal, N bits of information are mapped to M signal elements. The level of signal encoding can be represented up to log 2 (m) bits of information per symbol as shown in Table 2 . Noted that two levels encoding such as BB84 represent a qubit, which is bit 0 and 1 while four levels encoding is represented as four states of polarization, each state representing two bits of information. In eight levels encoding, each state represents three bits of information. The benefit of multi-level encoding is each pulse carries more than one bit of information to increase data rates and channel efficiency. Fig. 3 illustrates the operation of M-ary three-stage protocol.
B. FOUR LEVEL THREE-STAGE USING INITIALIZATION VECTOR
Another version of multiphoton is [22] , which is proposed based on adoption of an Initialization Vector (IV) to be a onetime pad key as the extra dimension of security for the three stage protocol. The length of string IV determines the complete cycle of the protocol to transmit a bit of information as shown in Fig. 4 . At the end of each iterations, the value of IV is updated for every block of photons. However, the addition of IV using binary form of random and unique 1's and 0's as one time pad will increase the number of photons. The redundant bits of information will consume high network resources and longer time is needed to carry the information. One time pad is the key that needs to be as long as the message or plaintext to ensure the confidentiality of the message.
Thus, this protocol consumes high transmission time since each of the photons needs to travel three times to exchange the message.
C. THE BRAIDED SINGLE STAGE PROTOCOL
The three-stage protocol [23] requires information to travel three times along the medium of transmission, thereby carrying a transmission overhead of 200%. The overhead may also contribute to the high operation time for the protocol to transmit the secret messages. To overcome the drawback of the three-stage protocol, the braided single-stage protocol was introduced [24] to reduce the overhead by using single stage to encode the photons, thus increasing the data transfer rate. As shown in Fig. 5 , the operation of this protocol does not rely on just one secret value of θ . The new value of θ is updated from the previously transmitted bits and the previous θ value. After a block of bits is received by the receiver, let say 8 bits per block, the value of initial θ is changed to another value. The new value of θ is calculated based on the last four out of eight bits. The strength of this protocol is at the updated angle of rotation for each block of bits. It has been proven that this protocol gains efficient resource consumption and preserves the degree of security even when the number of stages has been reduced.
Based on the protocols discussed above, the transmission time to transfer the encoded data is still regarded as a critical issue because most of the multiphoton approaches require multiple photons to travel along a number of stages. Moreover, an extra time is needed to change the polarization angle of optical device for encoding purposes. These situations have resulted in an of increase source redundancy, which subsequently leads to an increase of the transmission time. Data compression is possible as the solution for this type of source redundancy problem by compressing the data without losing any essential information [25] . According to [26] , the compression techniques such as enumerative coding, Huffman coding and arithmetic coding can be applied by fulfilling some requirements that are the encoding circuit must be completely reversible and the original state must be erased entirely in the process of creating the compressed one. The proposed data compression would be strengthen by the no-cloning theorem, as an eavesdropper cannot copy the original state of the message, so she cannot copy the compressed message as well.
In this paper, the HMBSS approach reduces the usage of photon numbers to encode the message by considering the transmission time for exchanging the message between sender and receiver using the Huffman encoding. The main objective of the proposed HMBSS approach is to increase transmission rate using compression techniques over single stage protocol.
III. HYBRID M-ARY IN BRAIDED SINGLE STAGE (HMBSS) APPROACH
This section presents the proposed HMBSS approach. The HMBSS approach is based on Huffman encoding, a compression technique which compresses the bits of message by knowing the frequency of occurrence of each character. The aim of Huffman encoding is to reduce the amount of bits required to represent a string of a symbol. Huffman encoding is a lossless compression algorithm to transmit the unreadable VOLUME 7, 2019 message more securely and efficiently. The term of lossless means the original message can be recovered exactly from the compressed message stream. Huffman encoding offers the advantages in terms of low compression time, communication cost and storage requirement. Based on previous research, the Huffman encoding performs better in term of compression ratio, compression and decompression time compared to RLE, Adaptive Huffman and Shannon Fano encoding [26] . There are several works which adopted Huffman coding in cryptography area. The multilevel security was created by combining XORed secret key and Huffman encoding to reduce the memory by 45.41% [27] . The combination of Huffman encoding with the symmetric cryptography gives less processing time to secure the information [28] . The Huffman encoding is not only suitable for compression of text data, it also can be combined with the multimedia content for steganography purposes. The quality of the multimedia data such as audio and video is not affected due to the lossless compression characteristics [29] . Huffman encoding can also be used in key distribution to compress the key and to make the transmission faster over the transmission channel without loss the key. The process of Huffman encoding is simple [30] - [32] where the sender applies the Huffman compression algorithm to ensure the secrecy of the transmitted message. In this paper, the message is represented as a binary of 1 or 0 using the ASCII coding mechanism. The encryption is done by adding the specific polarization angle for the list of binary.
A. HUFFMAN ENCODING IN HMBSS
The main objective of this research is to compress the source of message at the sender using Huffman encoding. The proposed HMBSS approach should reduce the length of bits and encode it into an unknown format. The concept of Huffman encoding is based on four phases: gathering frequency of characters, Huffman tree formation, encoding process and coded bit construction. The compressed messages will be decoded using Huffman decompression algorithm at the receiver. The four phases are used in HMBSS to calculate the probability of the characters in the message to be encoded in order to produce a new sequence of a compressed message. The details of the operations of the four phases are as follows:
• Gathering frequency of character: The frequency of occurrence of each symbol in the message is calculated.
Consider an example where the message or as the plaintext is ''HELLO''. The message is formed by 4 and their frequencies respectively are, • Huffman tree formation: This phase requires a combination of two nodes to make a new node as a parent of the earlier nodes. The process takes place starting from two minimum frequency nodes summed up to produce a parental node (ii). At the next step, the new generated node will again be summed with the next minimum frequency node and generate a new parental node (iii). The whole process is repeated until a single parental node is generated. • Encoding process: This phase is used to assign bit 1 or 0 to the branches of the Huffman tree. The left side of the tree is marked as 0 and the right side is marked as 1. • Coded bit construction: The bit construction phase is applied to trace down the generated Huffman codes for every character, starting from the first node to every character in the tree. The new binary is replaces the eight bit binary for each character. The ''HELLO'' message consist of an original 8x5=40 bits before encoding which is represented as 01001000 01000101 01001100 01001100 01001111. However, the bits are reduced to 10 bits when applying encoding. The Huffman code consist of binary code 1 and 0 that result in the encoding process. The binary code is the converted into the photon according to the stokes vector. In the proposed HMBSS approach, four-level encoding signals over the braided single stage have been implemented with the Huffman encoding. A classical encoder is combined into a quantum encoder, in which the message is directly converted to the input quantum state, i.e. Alice encoder converting the input signal to the input quantum state, photon X. The photon X is then transmitted through the quantum system. At Bob, the detector will convert the output quantum state as the outcome. The concept of Huffman encoding adopted in HMBSS is illustrated in Fig. 9 .
The process is started with Alice compressing the message using the Huffman encoding to reduce the source redundancy.
Alice then encoded the bits of message as qubit through photon polarization. At the first stage, three-stage protocol is used to authenticate the communication between Alice and Bob. For the subsequent stage, the braided single stage will be implemented to transfer the encoded message. Bob as the receiver then applied the Huffman decoding algorithm to decompress and retrieve the original transmitted message. Fig. 10 shows the flowchart of the HMBSS approach.
1) ENCODING STAGE
Alice will compress the message using Huffman encoding. The polarizing filter will encode the list of bits according to the sequence of bits. The rotation of polarizer is polarized using equation (4) The procedure of transmitting the photon can be explained as follows:
a) The three stage protocol is used to share the θ initial . b) Alice generates her transformation,
FIGURE 10. The flow chart of HMBSS protocol. VOLUME 7, 2019 c) Alice applies her transformation U A to transmit the bits. The polarization angles are updated every 8 bits to generate θ next as shown in Fig. 8 .
3) DECODING STAGE
Bob applies U T A to the received photon to retrieve the bits of information transmitted by Alice. The polarizer will then detect the polarization states according to the level of intensity of the output beam. The intensity's output can be calculated according to the Malus' law, given by the following equation 6 .
where I O is the output intensity, I I is the input intensity and θ is the encoding or polarization angle for the specific bits. The calculation of Malus law is derived from the top row of polarizer's in equation 4, given by 1 2
where S is the input bit as stated in Table 4 . The simplified version of equation 7 is given by The HWP at Bob will receive the light beam and finally the detector will detect the sequence of photon as '00', '01', '11' or '10'. After Bob received all the bits of message, the compressed bits will be decoded using Huffman decoding. Algorithm 1 details the pseudo-code of the proposed HMBSS approach. The important requirement on the transformation used in the braided single stage is to be commutative which means it is only known by the parties that apply them. In the case of single stage, the only setup that have been considered is Half Wave Plate of Alice, M HWP (A θ ). Alice will apply her first HWP to do the encryption and she would apply the same rotational angle of HWP to remove the effects of the first transformation. The commutative transformation can be shows as
where I is the identity matrix: 
IV. SIMULATION SETUP
The implementations of proposed HMBSS have been tested using a simulation developed via Python. The reason for choosing Python is because it has the capabilities to represent the quantum states in mathematical form. The proposed HMBSS was compared against existing multiphoton variants such as the M-ary three-stage, IV three stage as well as Braided single stage. To maintain objectivity, the compared protocols were re-implemented. This procedure is done using the Python programming language so that the protocols could run under the similar simulator. This was followed by testing and validating the HMBSS protocol using the same setting of the compared protocols to provide the evidence of the proposed protocol.
The compared multiphoton approaches were tested on the same selected number of bit source. The time to send a bit of information and the time of the half wave plate to rotate from their initial position to the new position for each compared protocols are gathered from the previous work. For authentication purposes, the updating angle or rotation of the half wave plate is changed for every 8 bits. The rapid change of polarization has helped to enhance the level of security at each stage but longer time is needed to transmit the bit of information. For each quantum protocol, the maximum of four numbers of photons were used to encode every bit of information [10] . Table 5 listed the simulation parameters [11] , [21] . ratio and coding efficiency using equation (10), (11) and (14).
V. PERFORMANCE EVALUATION
This section describes the performance evaluation of the proposed protocol using the performance metrics. Four performance metrics were evaluated which are transmission time, compression ratio, redundancy and coding efficiency [26] , [30] , [33] . The performance of HMBSS was measured in relation to two significant effects; the effect of transmission time and the effect of the number of photons. For the first condition, assuming to be in the ideal case where the channel is noiseless and error free, no photons will be lost during transmission in quantum channel. For each performance metric, a random number of bits 0's and 1's from 40 to 200 bits length with the random message generation is selected to investigate their impact on the performance of HMBSS. The average 30 simulation runs are plotted for each data point in each presented figure. 
where Tmsg is the time to transfer a message and THWP is the time for half wave plate to change the angle for encryption part. When the number of bits sent increased, the transmission time of IV three-stage goes high from 54.55 minutes to 274.15 minutes, for 40 to 200 numbers of bits. The IV three-stage approach consumes the longest time due to the distribution of photons and the generation of initialization vector as the one time pad. In addition, three-stage protocol requires the information to travel three times over the channel for the single bit exchange. To maintain the secrecy of the message, the IV three-stage protocol requires Alice and Bob to implement seven HWP for polarization of bits purpose, thus increasing the time to encode each bit. The M-ary three-stage and braided single stage approaches achieved the second highest transmission time due to the four level encoding and single stage protocol aims to enhance the data transfer between Alice and Bob. Although M-ary threestage works in more than one stage, the four level encoding reduced the transmission time which same result is obtained as braided single stage. On the other hand, the proposed HMBSS achieved 75.9% and 91.7% average time decrease when compared to the Braided single stage, M-ary three-stage and IV three stage, respectively. Significantly, this achievement is obtained due to the message compression before the transmission. Additionally, the single stage reduces the time taken to transmit the message and multi-level encoding will reduce the generation of photons since each photon pulse carries two bits of information. Fig. 13 illustrates the required bits used to represent the message, which is without compression implemented by M-ary three-stage, IV three-stage as well as Braided single stage and the proposed technique implementing compression technique. The applied of lossless compression technique will maintain every single bit of data after the decoding stage. The compression technique reduces the length of photons and makes the reduced length secured which contributes to less processing time. The implementation of compression technique gives a significant improvement in terms of less number of bits per character. The proposed HMBSS outperforms the other techniques with a decreased number of bits up to more than 45% in average even when the length of the message increases during the transmission. This proves the effectiveness of the proposed approach and at the same time preserved the message due to the lossless compression. . 14 shows the compression ratio of the bits for the HMBSS. The compression ratio is the percentage of the length of encoded bit by the total number of bits. Therefore, the compression ratio can be calculated as
where CBit is bit after compression and TBit is the total number of bits before compression. The proposed technique shows an improvement about 29.50% to 54% of compression ratio as compared to without compression for the other techniques. The compression technique implemented in HMBSS reduces the number of bits to be encoded and helps to reduce the encoding time. Fig. 15 shows the coding efficiency of the compressed technique approaches 100% for all the set of number of bits. To evaluate coding efficiency, the calculation of entropy and average code length are needed. Entropy is the smallest number of bits needed, on an average, to represent a symbol. Firstly, entropy is important to calculate the information in a message and its probabilities which can be calculated using
where P k is the probability of message k. Secondly, average length is a probability distribution on a set of message and associated variable length code, given as
where P k is the probability of message k and L k is the length of message k. Therefore, coding efficiency which is the ratio of entropy to an average code length can be calculated using the equation (15)
The optimal efficiency is obtained when the average length of a code is equal to the entropy. Let say average length is 2.36 bits and entropy is 2.282 bits. The Huffman code uses on average 2.36 bits to code 2.282 bits of information. Thus, the redundancy is about 0.08 bits of information. Small redundancy contributed to better coding efficiency.
VI. SECURITY ANALYSIS
Though this quantum channel can be accessed by an intruder, the information sent over this channel is always encoded at the leg of each stage. The single stage achieves the same level quantum security as three-stage with the use of multiple photon implementations. Thus, the security analysis in this paper follows the same way with three stage protocol except the leg is reduced to one to represent the single stage [34] . In this section, the quantum channel is evaluated under several types of attacks and it assumed to be lossy with the transmittance t.
A. INTERCEPT RESEND (IR) ATTACK
During an IR attack, Eve takes out the photons from Alice and resends the same number of photons into the communication channel as depicted in Fig. 16 . If Eve is able to measure the photons with 100% accuracy, Eve's presence will be undetected since she does not contribute to the QBER. For the security aspect, if Eve intercepts the message during the photon transmission; she cannot determine the information unless she knows the value of θ . In the middle of the protocol, Eve cannot estimate the polarization angles with certainty due to the photons are not in the orthogonal states. Thus, no secret message is compromised. For example, given
where U A is the unitary transformation of Alice that only known to her and X is the unknown state. Eve needs to randomly guess the value of U A in order to decode U A (X). Otherwise, Eve will not understand what X is the exactly. To accurately guess the polarization of photons, Eve needs to filter out the photons as much as possible and analyze it. However, Eve could be detected if Alice and Bob compare the photons and find the changed distribution when Eve injected photon in arbitrarily polarization. It will VOLUME 7, 2019 also produce error in Bob's bits. Thus, the communication between Alice and Bob must be blocked.
The numerical simulations of Eve's error probabilities in IR attack as the functions of mean photon number N for different transmittance t values using the measurement scheme can be found analytically to be [18] 
where ln (x) is the modified Bessel function of the first kind and Ln (x) is the modified Struve function. The optimal solution for Eve when the channel is lossless is N while for lossy channel when transmittance t is set to N = tN. As shown in Fig. 17 , Eve need at least N = 8 to estimate the true bit values in lossless channel. However, in the lossy channel, Eve needs more photon numbers to estimate the true bits. 
B. PHOTON NUMBER SPLITTING (PNS) ATTACK
The PNS attack allows Eve to take out the amount of photons without replace it with any state of photon. As the result, Bob receives less than original pulse. In the context of multiphoton over the braided single stage, a PNS attack require an eavesdropper to siphon off a certain number of photon in order to be able to get the message X sent over the single stage. The presence of Eve will be detected if Alice and Bob detect any loss of the photon number distribution. The braided single stage is theoretically secure when the number of photon siphon off by Eve is less than N. The PNS attack in the case of braided single stage protocol is shown in Fig. 18 .
The numerical simulations of Eve's error probabilities in PNS attack as the functions of mean photon number N for different transmittance t values using the measurement scheme can be found analytically to be [18] P PNS e For PNS attack in lossless channel i.e. Eve's optimal situation without causing error to Bob's received bits, it takes N 2 for Eve in the condition of Bob did not monitor the photon statistic. However, Bob is required to monitor the number of incoming photons so that Eve is unable to know Alice's device. For the lossy channel with the transmittance t, N is set as (1 − t) N for the single stage [18] .
It can be seen in Fig. 19 that Eve needs mean photon number N > 15 to estimate the true bit values and the value of N is greater in the lossy channel. For QSDC, the average number of photon per stage is set to 3.3 to ensure the system is secure from eavesdroppers. In [10] and [35] , the maximum number of photon N max = 4 photons corresponding to optimum average number of photon µ opt = 2.6. Thus, N max = 4 is chosen as the number of photons to encode a bit of message because it falls within the acceptable error probability threshold. Thus, the analysis proved that the proposed QSDC is secured against IR and PNS attack as long as the mean photon number N is under the certain threshold. 
C. MAN IN THE MIDDLE (MIM) ATTACK
During the MIM attack, Eve will impersonate Alice to send the U A . In braided single stage protocol, Eve is located midway between Alice and Bob. Thus, quantum communication is totally separated by Eve. Once Eve knows the equation of HWP rotation; she needs to randomly guess and use the θ in her rotations. In HMBSS, Alice uses three stage protocol to share the initial θ and apply the updating function to change the value of θ for every 8 bits shared. It is impossible for Eve to guess the value of next rotation angle since the initial angle is randomly created at the beginning of the transformation and the value is updated using one way mathematical function. The braided single-stage protocol provides better security than the original single-stage protocol because of the interleaving angle of transformation and transmitted bits. Thus, if Eve generate a commuting transformation without knowing the initial value of θ, then
where U E is the unitary transformation of Eve that only known to her. In addition, the implementation of Huffman encoding at Alice and Bob makes Eve extremely difficult to interpret the secret message. The most important part is keeping the value of HWP's polarization angle as a secret until the end of quantum communication. By generating the new polarization angle in each protocol iteration and limiting number of photon that has been compressed with Huffman encoding, it is impossible for an intruder to recognize the value of encoded bits sent over the channel.
To evaluate the error probability of Bob in the estimation of secret message X in the lossy channel, the transmittance of quantum channel is set to t. Then, if Alice sends pulses with mean photon number N, Bob will receive the pulses with mean photon number tN. Numerical simulations of error probabilities for normal HMBSS approach as the functions of mean photon number N for different transmit- tance t values are evaluated using the measurement scheme. The P Auth,normal e (t, N ) can be analytically evaluated using [34] From Fig. 21 , it can be seen that at N = 0 the error probabilities tend to result to the constant value which is P Auth,norm e = 0.18. It can be seen that when N increases, the error probability of Bob to estimate X decreases due to large number of photons used to represent the message. Therefore, to expose the attack, authentication during the transmission of information must be made by Alice and Bob to guarantee the transaction is legitimate.
VII. CONCLUSION
The implementation of compression technique of information source has a direct impact on the overall performance of data transmission in QSDC. The previous multiphoton approaches that were based on the multiplicity of photons require the sender to send multiple numbers of photons over multi stage transmission. In this work, the HMBSS approach is proposed to compress the number of photons at the sender through the braided single stage. The main aim of the proposed technique is to increase the transmission rates by reducing the transmission time and maintaining the secrecy of the message. The results showed that HMBSS outperforms the compared multistage approaches in terms of transmission time and number of photons used to encode the secret message. This research contribute to the secrecy of message using the polarization of quantum state over single stage and the use of Huffman encoding makes the data transmission more efficient by reducing the transmission time, as proven in security analysis section. For future researches, the authentication during information exchange is required in order to ensure that the message remains a secret between Alice and Bob. The authentication alarm can be added as the additional features in the HMBSS. The eavesdropper can be detected using the quantum bit error rate (QBER) during the transmission. IDAWATY AHMAD received the bachelor's and master's degrees in information science from Saga University, Japan, and the Ph.D. degree in computer network from University Putra Malaysia, where she has been a Lecturer with the Faculty of Computer Science and Information Technology, since 2000. She specializes in the areas of real-time systems, network protocols, and simulation/modeling that are core areas in computer science.
